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What does it take to

Make Healthcare More Accessible?

With the launch of the Digital India campaign in 2015, India has

become the second-fastest adopter of digital services. With about half

a billion internet users, the potential to unlock an additional economic

value of $1 trillion dollars through inclusive growth is immense. This is

also true for the healthcare sector wherein blending the digital

approach can help tackle the issues of access, affordability and quality.

Indeed, Covid-19 pandemic is a strong reminder of two things - more

needs to be done to protect our communities from future health crises

and strengthening our healthcare infrastructure is critical for us. It has

also made clear that the future of healthcare is digital
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relatives' home. They might

be traveling and on a

staycation and working from

there. Hence, pattern-based

recognition or geolocation-

based tracking, again

becomes a challenge to put

rules in place. So static rules

do not work anymore. You

must move in for user

behavior analytics, which

would really help bring in

the power of automation

and insight-based threat

detections.

� How do you see the

cybersecurity

landscape changing

the huge in�ux and

increasing severity of

cyber threats in next

few years, even as the

bad actors are

leveraging the

emerging

technologies?

I think bad actors have

always been constantly two

steps ahead of the defenders

outside. And that is nothing

new. They have been

leveraging automation and

machine learning way too

much to be able to find out

the prevention techniques

that we are deploying, and

how to go under the radar

silently and come inside the

network as well. So, in the

same manner, now, even the

industry has been awakened

to these elements, and

looking at how to bring in

automation integrated

approach as well as AI and

ML based technologies to

use towards their defense

techniques.

� Yeah, so what are

the steps taken by

organizations to make

this system robust

against these kinds of

advanced cyber-

attacks?

You need to arrive at a

much faster way to

investigate and faster ways

to respond. That's where the

power of more automations

and more AI based analytics

from the big picture to get

contextual information back

into the threats that you are

seeing. So, you don't know

how to rule out the false

positives, and bring in

specifically those attacks,

which look more genuine

and riskier for you. And

second site, once you attend

and identify an attack

coming in, which looks

riskier to be from a behavior

perspective. How will you

put in the automation rules

to go and respond to such

attacks, for example, putting

up block rule temporarily on

your firewall, or you want to

go ahead and contain that

respective network asset of

your organization so that it

does not talk to the bad

actor anymore? Or you

prevent a site from opening,

for example, on your proxy.

So those controls get

automated, so that your

mean time to respond to an

attack goes faster.

� Just like a secured

environment in an

organization is not just

the responsibility of

the security leaders of

that organization. I

mean, the Chief

Information Security

Officers are the other

security officer. So,

every team member

has to contribute to

this program of

security. So, what are

your thoughts like how

they can contribute to

create a secure

environment in the

organization?

I think it's a multi-level

approach that. You need to

ensure that your top

leadership and your board

members are on board on

this program.They need to

give you full support from

top to bottom.The strong

messaging has to come from

there to start, followed

bythe business leadership,

which are there from all the

departments and respective

functions.They need to be

on boarded second level so

that they get to carry

forward the same messaging

to their teams. And last, but

not the least, it's going to be

every user in the

organization to understand

why they should participate

in this program.

� So, what do you

think what value you

know the leaders can

actually make them

understand that, okay,

this is what the value

you will be adding to

the system, if you're a

bit conscious and a bit

sensitive about the

security environment

in the organization?

I need to convince you,

for example, on why you

need to follow security

protocols put by the

organization or from my side

as a security policy owner.

The first question will be

what is there for me, so it

needs to be really related to

that emotional aspect as

well as the intent aspect. For

example, keeping a strong

password, not using the

same password across

accounts and not sharing

with anybody. What could

be the risk if it happens to

that personal account, the

same applies also to their

enterprise accounts.Similarly,

if they are really taking care

of the personal accounts,

but they don't care about

the enterprise accounts, then

how does it really impact

them. So even if they shared

with another person and

whatever transaction

happened with that second

person, all activities are all

tied to them, and they are

still liable.
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� So, AI has emerged

out as a technology

with the widespread

use across functions,

including

cybersecurity.

According to you how

promising is AI against

the ever-increasing

security threats and

data breaches? And

how effective is cyber-

AI to protect the

dynamic workforce?

Well, I think cyber-AI has

been there for quite some

time, and organizations have

already started leveraging it

in a very big way. There are

AI base engine with ML

algorithms, which first of all,

study the entire behavior of

endpoint, baseline it and

kind of detect what is a

good behavior and normal

behavior of an endpoint or a

user on normal basis. If it

finds anything beyond that,

that's where it finds out.

Okay, this is an outlier. And

that's where your AI must

pick up and start acting on it

with some automation rules

to take some action against

it or it could be in form of

alerting, threat hunting,

going and blocking an asset.

So, I think those elements

which will really be on how,

and what kind of use cases

you're deploying AI, it could

be for threat hunting over

large amount of data across

the organization, it could be

doing activities with regards

to automation-based

work�ows. It could be

enriching the current data

lake that you have on

security event data with

context-based trade

intelligence.

� So that was all

about how we can

leverage on AI to

protect the systems.

What about like even

the hackers? The

attackers are now

taking advantage of AI

by identifying patterns

of security devices

installed on systems,

attackers are using AI

in malware to learn

network behaviors to

avoid detection. So

how are the

organizations

preparing themselves

against these

impending threats?

Where are we on the

path towards

autonomous

capabilities?

So, I think there would

not be a state of

autonomous cybersecurity

ever because even the

hackers while defining

automations and AI and ML

towards security attacks, it is

not autonomous by

themselves. They also define

what sequence must be

deployed and how they have

to react towards every stage.

Those are parts of

automation and AI both. So,

there are self-healing

networks that you can

define, but again, they

depend on what kind of

attacks have you emphasized

as part of your threat risk

assessment at an

organization level and then

deployed them towards first

machine learning to baseline

the patterns. Second, AI

based actionable defined to

understand how you react to

such situations and then

bring in automation and

integration across your IT

infrastructure and

information security, IT

security systems to react to

such situations and respond

to such attacks.

� So, despite the

best security

measures, there is a

high probability every

organization will

experience a breach at

some point in time.

What are your

suggestions on cyber

resilience strategy and

tips to help CISOs that

will help recover from

incidents quickly with

the minimal possible

damage?

First point, definitely

organizations and CISOs

have to accept that they are

subject to breach that is a

probability which will

happen or has already

happened, and we are not

aware of it, and they have

to start working in that

direction. Second,

management must be on

boarded and trained and

made aware of how they

play an important role

when a cyber breach really

happens. I think the first

part and technical

standpoint, you should

definitely perform some red

team assessment and cyber

breach assessments at your

organization, both from the

external attack service

perspective, as well as

insider threat perspective,

to identify your weak areas

from people process and

technology, and then find

out how to plug them over

a period of time and ensure

that you keep on improving

over time. The second

aspect is ensuring how you

behave in a security

incident. Now consider that

you've already been

breached. You need to

perform tabletop drills at an

organization level to see

how all the stakeholders

within information security,

IT and all other

departments and leadership

respond to such an attack.

And how will they really

work towards as a single

team to attend and

mitigate that incident.
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areas where we were very

human intensive. So, I won't

say that it's eventually cutting

down on human application,

but it's aiding them

significantly to be veryefficient

in terms of our processing of

applications, loans, and the

entire credit automation.

There are different levels of

adoption, of course, some of

them are still kind of dealing

with the base Data

Automation and, getting the

data together in the form of

the route or a lake. And some

of them are advanced to

adoption of machine learning

and AI, right at the time of

acquisition, where you're

using machine learning and

making real time decisions,

either for credit positioning or

for offering marketing offers.

And some of them of course,

have gone even further by

setting up an entire FinTech

equivalent ecosystem within

the organization, which is a

hybrid setup.

� And what are your

initiatives around AI

and automation? And

what are the costs and

efficiency benefit you

have observed?

We have invested

significantly as a bank in this

space in last decade or so. We

have invested heavily in the

data technology space, setting

up warehouse, multiple lakes,

setting up an entire data

hybrid architecture. We have

invested in talent significantly.

Soin the AI and ML space we

have your mobile 18 different

goals and skill sets, right from

data analysts to a big data

engineer, we have different

kinds of skills where they have

invested, we also invested in

the state of the art, AI and ML

platform in the cloud space,

using machine learning stacks

on AWS, Azure and other

cloud setups. So, I think it has

paid off as well, significantly, I

do see there are businesses

where we are able to

in�uence the business

decision and make an impact,

ranging from maybe some

5%, to maybe an excess of

50%, as well.

� What are the key

challenges in driving

the AI and ML vision

for banks?

I think the biggest

challenge in this space is

getting the right vision. We

also use AI and ML very loosely,

but of course, they are very

different technologies, they

complement each other. The

biggest challenge is not to

know what to do, but how to

approach it. Gone are the days

when you could build

everything on your own. So,

technology partners in the

space of fintechs. So, I do feel

that this is one area where

there's a maximum challenge

to set the priorities right.

Everything else can be bought

today.

� What kind of

challenges do you face

working with these

partners?

Challenges in like for some

emerging technologies,

especially now, from being

completely on premise to

hybrid cloud and probably

moving towards cloud native.

There is a significant

requirement for the cloud

partners who are strong in the

cloud architecture and cloud

support space.

� So, what kind of

initiatives you're taking

for talent gardening

within your

organization?

We have taken talent very

seriously. When we started off

this unit, almost 9 - 10 years

back, we had one or two roles,

record each different business

analyst and data analyst etc.

Now, today we have 18 plus

roles because the skill sets

required are very different. We

have set up an internal training

academy within the bank

specifically for AI and ML

where we have partnered with

the online training institutes

and assisted training partners

who are leaders in the space.

We have identified a team

learning charter for each one

for the division as well. We

have clear guidelines targeted

skill upgradation calendar in

place. We are not just training

the central AI and ML, but we

are also training the adopters.

The business adoption is also

equally important for any

technology application.

� How are banks

adapting to the

adoption of cloud-

based technology

applications? Like you

were talking about

cloud? There are

automized, multi cloud.

So how are you

adapting? And what is

the scenario?

Cloud, of course is

inevitable. Prior to pandemic,

we used to debate about data

privacy, data secrecy, and

therefore the movement was

very slow. But now, a lot of our

new applications are cloud

native. So, we are not only

moving towards cloud, but we

are moving into something

which is more complicated,

which is called as multi cloud

and hybrid. The way we are

adopting, or the banking

industry is adopting, I think

they are all going step by step.

And there are no clear answers

to like for example,

virtualization also has two

schools of thought where one

does say that it's not possible

to virtualize everything and get

the performance, while others

say that, okay, there is no point

in duplicating data. I would say

adoption is gradual, but in the

right direction for the industry.

I wouldn't be surprised if, as an

industry, more than 50% of our

instances are on Cloud in

maybe two years from now.

� So, what is your

outlook for your

industry over the next

two-three years and

what are the key

technologies in the AI

and ML space, which

you would focus upon

in 2022 and beyond.

Outlook is extremely

positive. Adoption of

advanced deep learning

algorithms in the space is

going at a much faster pace.

There is a concept called data

centric AI strategy, which also

I think is very nice. Most of

the AI application period are

very models centric where

there were a lot of focus on

refinement of model.

However, since data is the

core to whatever they build, I

do feel that we need more

than a serious effort in this

case of AI driven technology

strategy. And that's exactly the

data lake and data quality a

lot of MDM applications in

the space are coming

through. Also, according to

me are trustworthy AI, or

explainable AI, what we call is,

I think that's also something

that I see a lot of emphasis in

2023, where there is an orgy

to adopt AI and ML. I think no

code platforms or mobile

platforms are going to emerge

with time. So, while we are

going to multi cloud, the

security of cloud becomes

extremely important. So,few

things that I do feel that are

of extreme importance in next

few years.
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organizations very quickly

realized, also as

organizations that it would

be difficult to work in older

models and digitalization

must happen across the

value chain. And that is

what gave it a huge push.

Now people accept the

technology and solutions,

much willingly and openly

than they did before.

Digitalization has

increased the number

of data sources,

according to you how

enterprises can best

leverage the data for

improving business

performance.

With digitization the

sources of data have

increased, the data input

and the size and amount of

data created has significantly

increased, which has created

not an issue but an

opportunity. So, for a data

strategy, the consolidation of

data needs to happen. There

needs to be appropriate data

masters that are set up so

that data taxonomy

becomes extremely critical.

So once you have the base

ready, that is when you start

looking at the value

generation, which could be

done from creating

dashboards and insights into

it. Accordingly, you create

dashboards, then you have a

journey of moving from

descriptive dashboard, to

predictive and then to

prescriptive dashboards,

then you can use

technologies like AI and ML.

While planning any

technology initiative,

what capabilities you

consider that enable

you selecting the right

technology vendor and

solution provider for

executing your

project?

I think the biggest thing

a person needs to

understand is to make sure

that the vendor that was

being evaluated for the

technology, understands the

technology very well or

solution very well, has a

solution that has been used

previously, would

understand our requirement

or organization’s

requirement well, there’s

some longevity of the time

and knows how they want

to be able to implement that

solution to provide us

support. A lot of times just

buying the technology does

not help, you must use it as

a solution. It has become a

lot easier now, with a lot of

solutions available as SaaS,

rather than it was before

where it took longer time to

evaluate. But my principles

say if there is a solution

available, or technologies

that are available, which will

go over 80 percent of your

requirements, then it is

better to go with that rather

than custom built it. So

always use that.

So, at the same

time, you know, once

we execute the

project, then we need

our teams to get

synchronized into the

system, using the IT.

With the digitalization,

there is a huge skill

gap. So accordingly,

how business

executives can address

this challenge to

become digital

champion in their

organization?

The skill gap can be

addressed in multiple ways,

you can outsource the work

to a company, you can bring

in contractors or consultants

to help you out with the

certain amount of project. So,

the way I have always looked

at it is you must have a

minimum base of employees.

And then everything else can

be augmented through

contractors, or completely

outsourcing the work or a

project to, a vendor or a

partner. And that really goes

a long way. Also, what you

must really need to make sure

is that the knowledge transfer

happens at the closure of the

project.

What is your advice

or message you would

like to give to new

budding CIOs?

First, they need to invest

time to understand the

business, of what is

important to the business,

what is business doing. I have

made sure that I work for

different verticals across my

career, which gave me an

opportunity to understand

businesses, which were quite

different. So, if you

understand the business, you

can understand the value that

you can provide to the

business, whether it is to

enhance the revenue or lower

the cost, which becomes

important. So, focus on that,

I would say. Second, I would

say if you fail, you need to fail

fast, and learn from it and

move on. The third important

thing would be to delegate

your need to eat. There is a

huge saying that if you give a

fish to somebody, you feed

them for a day, if you show

them how to fish, you have

fed them for the lifetime.
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With digitization the sources of data

have increased, the data input and the size

and amount of data created has

significantly increased, which has created

not an issue but an opportunity. So, for a

data strategy, the consolidation of data

needs to happen.
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Future of Healthcare:

Opportunities for Channel Partners

T
he accelerated digital transformation during the past two years

has led to a truly hybrid world and healthcare technology

(health-tech) vertical is no exception seeing exponential growth,

spurred by the growing trends of online patient consultation,

telemedicine, e-pharmacies, home healthcare, healthcare IT and

analytics, digital management of chronic diseases as well as awareness

around fitness and wellness. A plethora of start-ups have

mushroomed in the vertical, offering consumers the power of

technology to monitor their health from the comfort of their homes.

A report by London & Partners and Dealroom.com points out that

India has attracted VC funding worth $4.4 billion since 2016 in the

health-tech sector. There has been a lot of action recently in the M&A

space too with several big acquisitions and massive investments.

As cutting-edge technologies combine and accelerate, healthcare

is set to revolutionize. The next decade will witness new models due to

in�uence of demographic changes which will dramatically impact

services and its delivery. The millennials and younger generation would

have greater in�uence on service deliveries as per their preferences.

Stakeholders like payers, insurers and government will have significant

impact on healthcare wherein they will push for lower cost of care

coupled with greater packaging of services. As the cost of care

escalates, these pressures will also dictate the way in which services are

delivered.

However, we must not just focus on digitizing the processes but to

use the technology to make the existing systems more efficient and

reduce the workload on people. This way we can also address the

scarcity of resources. Perhaps one of the most overtly futuristic

advances in technology is robotic assistants, offering support with a

variety of procedures and day-to-day activities, particularly in places

such as elder care homes. From lifting heavy objects to moving

residents, these machines can provide many services and are likely to

grow more common as they provide a reliable, cost effective

alternative to using extensively trained professionals.

Further, frontier technologies like AI are helping analyse CT scans

for Covid patients to detect pneumonia. In addition, digital tools are

helping diagnostic labs to perform an immense number of RTPCR

tests, upload patient reports electronically, and notify health

authorities and ICMR for necessary tracking. Apart from this, AI is

helping in keeping healthcare professionals up-to-date with

thousands of journals and advances in treatment, and provide

recommendations to doctors based on all the information available.

Several AI applications are in various stages of development and they

have the potential to streamline many areas, from drug development

to patient data mining.

The healthcare market, particularly hospitals, physicians and

dental practices, represents an explosive sales and service opportunity

for channel partners who are using digital technology to improve

patient care, reduce costs and optimize the business.

Moving forward, as technology plays an important role in modern

medicine, channel partners can provide the platform for

improvements and breakthroughs in a number of areas such as

robotics, wearable fitness and lifestyle monitoring devices or apps,

and information sharing and health informatics through cloud.
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